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QOverview

GadgetTrak Mobile Security is an advanced software application designed to assist in the recovery of your
mobile device in the event of theft or loss. With GadgetTrak, you can find a lost device's location as well as
recover your photos and contacts, remotely erase your data, and activate an audible alarm.

Once enabled, location reports are sent to you by email as will as visibile on your www.trak.me dashboard
where you can manage all of your devices.

How Does it Work?

Location Tracking

If your device has GPS capability it will be used by GadgetTrak to get the most accurate location possible.
Even without GPS, GadgetTrak can use cell towers and advanced Wi-Fi positioning technology to pinpoint
the location of your device to within a few meters.

Location Reports
When tracking is enabled and GadgetTrak locates your device, you'll receive an email with detailed

information about its current location. Reports are also available on the web control panel at www.trak.me

Data Wipe
Using the Data Wipe feature you can remotely erase data from your device if it is lost or stolen. Helping
you ensure that even if somebody has your phone, they won'’t have your data.

Data Backup
Set you device to automatically backup it’s data to the GadgetTrak server. With Data Backup, if your
device is lost or stolen, you can still recover your precious photos and contact list.
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System Requirements

Nearly every Android & BlackBerry smartphone and device sold in the last few years is supported:

® (Google Android 1.6 or higher
e BlackBerry 4.5 or higher

Getting Started

Before installing the application, ensure that you have an active GadgetTrak account, and a license for the
device onto which you are installing GadgetTrak.

If you have a license for the device, but do not yet have a GadgetTrak account, create an account
by following the instructions in the “GadgetTrak Mobile Setup Instructions” email you received.

If you do not currently have a GadgetTrak license for your device, you can purchase one at the
GadgetTrak Store.

Setup & Installation a0 DMl @ 2:16 PM

1. To begin, visit d.trak.me using your phone’s web browser.

2. Select your device type: Android, BlackBerry Non-Touch,
or BlackBerry Touch. (as shown in the image at right)

3. When prompted, click the “Download” button to begin

GadgetTrak® Mobile Security

downloading the app. Downloads

4. Once the download is complete, the GadgetTrak app Android
icon will appear in the application section of your mobile (Android Market Download)
device.

Blackberry Non-Touch Device
(Bold, Curve etc)

Blackberry Touch Device
( Torch, Storm, Storm 2)
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Configure Tracking

Description

Enter a description for your device. This can be any text.
The description is used to help you distinguish this device
from others that may be registered under your GadgetTrak
account.

Data Privacy Password

This is a password you set for your device. It will be used to
encrypt data backed up from your device — such as
pictures and contacts — so that no one without the data
password can access your data.

Note: GadgetTrak does not save your data privacy
passwords on our servers, so you must remember this
password in order to retrieve the encrypted data later.

GadgetTrak Server Login
User ID (Email Address)

Enter the email address used for your GadgetTrak online
account.

Password

Enter the login password you previously set for your
GadgetTrak online account. (Note: This is not the same as
the Data Privacy Password from the previous screen)

You will then be prompted to answer the security question
you set when creating your GadgetTrak account. Your
answer must match the answer you provided when you
registered your account.

N @& 1:49em

GadgetTrak

Contacts

I

Pictures

Configure tracking for new Nexus One

Nexus One description (required)

Susan's Nexus One

Data Privacy Password

Connect To Server

Bl @ 1:50em

GadgetTrak

I3 Bm

Pictures Contacts

GadgetTrak Server Login
User ID (Email Address)

susan@gadgettrak.com

Password

Sign In




Pictures & Contacts Tabs a0 Rl @ 2:24pPMm
Data Wipe Lol

Enabling this option allows you to remotely erase data from

your device if it is lost or stolen.

Configure Pictures

Data Backup v I want to be able to wipe my pictures

This option enables your device to automatically backup it's if this Susan's Nexus One gets stolen

data on the GadgetTrak server.

Backup my pictures from this device

Rest assured, we take your privacy very seriously and
encrypt your data with strong 256-bit AES encryption

before uploading. Nobody except you will be able to
access your data, not even GadgetTrak.

Managing Your Devices

You are able to manage all of your devices at www.trak.me. Here you can perform various operations for
your device, such as: edit its description, set off an audible alarm on the device, remotely wipe the device’s
data, download backed-up data, and turn tracking on or off.

Once logged in, you will see two buttons. Press the button labeled “My Devices”.

This takes you to a list of all devices currently associated with your GadgetTrak account.

Gadget

& User: kwestin@gadgettrak.com Details

Description Device Type Tracking Status Data Wipe Status Deleted?
Tracking rmed on
Teacking umed on
Teacking umed on

BlackBerry Tracking wmed of N OELETED

- - - - -
3
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Follow the link that matches the device you wish to manage. This brings you to the configuration page for

your device.

§ Device Configuration

—
Confguraton Tracking

4 Device Details

Descripton Kend Nexus One m
Owner's Organizaton

Owner's User D Kan Westn

Device Type Android

Device MEWEID 5435701074854

SMCad ICC D B2014104212124775691

Phone Number 5037558610

(@ Tracking Configuration

Teacking Status Tracking tumed én

Teacking nlecvalimin) 30 Mautes

Tracking Configuration

ﬂ Device Alarm

43¢ Data Wipe

To intia%e a data wipe request 10 Pis device, ploase chck the

Dution below

_-_ Data Backup

Conmtacts Uploaded 12152010 022222 PM

Pictures Uploaded 1l

To turn on tracking, click the drop-down menu next to the label “Tracking Status” and select the option
“Tracking turned on”. Then push the “Update Tracking” button. Tracking will now occur at regular intervals,
and you will receive tracking reports with your device’s location via email.

Note: While tracking is activated, the GadgetTrak app will no longer allow you to make changes to
your account from the device.

Deactivating tracking is similar to turning tracking on. Simply choose the option to turn tracking off and
update the tracking status, as described above.

Device Alarm

To set off an audible alarm, click the “Start Alarm” button below the label “Device Alarm”. Sounding the
alarm can help to locate your device if it is lost, or alert others if the device has been stolen. Turn turn off
the alarm, simply press the button again when it states “Stop Alarm”.



Data Wipe

To remotely erase all of the data on your device, click the "Initiate Data Wipe" button below the "Data
Wipe" label. You will then receive an email with a Data Wipe Key. Once you’ve received the key, come
back to this page and enter it in the textbox that will appear below. The data wipe will then begin.

Data Backup

To download your backed up data, click the “Download” link that corresponds to the data you wish to
download, either Contacts or Pictures. You will be prompted to enter your Data Privacy Password before
you are able to download the data.

Tracking Reports

To view your tracking reports, select the “Tracking” tab that’s located towards the top left of the page. This
will show you the last tracking report that was generated by your device. Tracking reports include location
information and map, as well as various WiFi and device data. (shown below)

Weicome kwostn @gadgetirak com

Gadget - - T

§ Device Tracking

General Info Tracking Info

External Teacking status Teacking tumed on
v 9

nemal P 10694001 Last Tracking Updane 1229201053408 P

MAC Asdress 00237696 0830 Lecaton 45 5205650, 122 8708847

ME|/MED No 15495 7001074454 Teacking Source

3 [ Map | Sewim | riyoea | Tewan |
."-‘ .;
Vomory S1e - a

e 5

Devico Disabled False

Wifi info *

Kens
Nexus
One

Go Qle 2 Mapdats €3990 Golge, Sarkorm

Support

Need more help? Check out our Frequently Asked Questions: http://www.gadgettrak.com/support/fag or
contact us at support@gadgettrak.com.
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